ITSD offers several

training options that are
free to DHSS employees,
including Instructor-Led
Training (ILT) and
Computer Based Training
(CBT). Please visit the
ITSD Intranet Web site at
http://172.17.34.5/,
Training to get training
information. Be sure to
visit the website
periodically for updated
schedule information. If
you have any questions or
need additional
information, e-mail DHSS
Technical Training@dhss.
mo.gov or contact the
DHSS ITSD Help desk at
(800) 347-0887

or 571-6388.
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ENCRYPTION

UCLA's dictionary of technical terms
defines Encryption as:

The process of converting informatio
into a form unintelligible to anyone except
holders of a specific cryptographic key
(password).

DHSS employees have three forms of

Encryption available to them. Each has a
very different purpose and process.
1. SafeBoois used on portable comput
ing devices such as laptops to safely
encrypt the full hard drive to protect
any data stored there.
EasyCryptavas covered in March
2006 ITSD Tech Talk Newsletter.
Proofpoints the second encryption
software available for use at DHSS.

Implementation of SafeBorst currently
being planned for use on computers and |
tops that have need for this high level of
curity. It will be implemented in the com-
ing months.
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EasyCryptas software that is installed
on a person’s computer and is used to en-
crypt files. These files can be any type o
document such as an Office document.
open encrypted files, you must have a cq

n

protected so the recipient must know the

Talk athttp://172.17.34.5/Newsletter/
Newsletter _07_08.htnfor further details.

Proofpoints e-mail encryption/
decryption software that is performed by t
State’s Consolidated mail relay server. N
software is installed on an individual user
computer. It can only be used when send
e-mail outside of the agencies that are pa
the State Consolidation Agencies.

Encryption via e-mail is not necessary
within the State Consolidation Agencies b
cause the internal mail system is secure.
person employed by one of the agencies i
volved in the consolidation needs to send
confidential and sensitive information to
someone outside the consolidation agenc
Proofpoint is the best choice.

ap- To have access to Proofpoint, an ASAI
gequest must be completed for licensing
budget purposes. ASAP is available at wy

Self’ then select the choices shown below
then click on ‘I Agree’ and ‘Submit Form.’

Once an ASAP request has been comj
@leted, instructions on how to use Proofpa
will be provided.

password. See the March 2006 ITSD Teg

dhss.mo.gov/asap. Choose ‘Completing for

ne

ing
t of

VW.

int

of EasyCrypto, and
if a password was
created, you must
know the password
File(s) can also be
encrypted into an
Archive that takes
the form of an ex-
ecutable files that
can be burned to CI
or forwarded to
someone. These
files are password
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Passworo

We all use passwords every day to access the cemputgrams
we use for work and at home. The most common wmeesse at
work are the Network logon and the Mainframe (nefdrto as
RACF) systems. This includes applications suc8ANill, Vi-
tal Records, and WIC.

Following are the requirements for the network passgs and
how to make &trong password.

Network Passwords

To increase the protection of your account on #tevark, you
are required to change your password periodicaiig, you will
be required to use passwords that do not matchprewious
passwords. The requirements for the strong netwaskwords
are:

1. Passwords expire every 60 days.
2. Passwords must be at least 7 characteragphéut no
more than 14 characters.
3. Passwords must b&#ong by meetinghree (3) of the
four (4) criteria listed below:
- lower case letter
- upper case letter
- numeric character
- special character (!, @, #, $, %, etc.)
Password cannot contain three or more cotisedat-
ters from your user ID (i.e., DoeJ).
5. Passwords cannot be a repeat of any of st fapass-
words used.
6. A user gets locked out after 5 unsuccesststword
tries. The network will keep the account locked fou
30 minutes. After 30 minutes, the account willcaut
matically unlock.

Mainframe (RACF) Passwords
The requirements for RACF passwords are:

1. Passwords will expire after 31 days.

2. Passwords must contain 7 or 8 characterdeast one
of the characters must be alphabetic (A-Z) anéastl
one character must be numeric (0-9). Alphabetirch
acters also include the characters: #, $ and @.

3.  RACF will not allow a user to reuse the [B3tpass-
words used.

Protection

Password Protection

Weak and blank passwords are one of the easiest foagt-
tackers to break into your computer and the DHS®or.
Passwords that are used for years at a time, sioags that
are reused frequently, are also much more likelyetaliscov-
ered by an attacker. When you change your passwoud,new
password will automatically be checked for comple=ind it
will be compared to your previous passwords.

You may be tempted to write down your password kaep it

at an easily accessed location. However, this eggsur coms

puter and all of DHSS to tremendous risk as anymugd walk
up to your computer and log on to the network usiogr cre-
dentials. Never write down your passwords. Insteaghte
passwords that are easy to remember.

More Password Tips

The following information provides tips for creagiand re-
membering passwords and password phrases.

Use more than one word

Instead of only using the name of someone you knpw,

such as "Allison", choose something nobody else

knows about that person, for instance, "AllisonsdBe

or "Allies1Bear".

Use symbols instead of characters

Many people tend to put the required symbols and
numbers at the end of a word they know, for ingtan
"Allison1234". The word "Allison" is in a lot of di

tionaries that include common names so this is &asy

break. Instead, replace one or more of the letters
within the word with symbols that you'll easily edic
Many people have their own creative interpretatioi
what letter some symbols and numbers resemble.
example, try substituting "@" for "A", "I" for "I'a
zero (0) for an "O", a "$" for an "S", and a "3' fan
"E". With substitutions such as these, "@llisOnbg@
"AllisonB3ar", and "A//i$onBear" are all recogniZah
to you, but they would be extremely difficult toegs
or break.

Choose events or people that are on your mind

4. RACF will lock a user ID after 4 consecutive ucisu To remember a strong password that will have to
cessful password attempts. change in several months, try selecting an upcomi
(Continued on page 3
REMINDER: It is important to lock the workstation any timewyjeave your computer-- even for a few minutesc&ithe Net-

work login password allows access to the network@uotlook without an additional Outlook passwotdyvould be very easy for
someone to use your email or exploit your netwadeas when you are away from your computer. Tk tloe workstation, hold
down CTRL + Alt + Delete and press Enter or clicktbe “Lock Workstation” button. When you retumytour computer, key in

your Network password to log back in.

For
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Password Protection

Color Every Other Row in Excel

(Continued from page 2)

Don'ts:

How Does Your Password Measure Up?

If you'd like to test your password, Microsoft hadree site to
check password strength: http://www.microsoft.qomoitect/

yourself/password/checker.mspx. As always, be youe super-
visor approves of using the web for this activity.

personal or public event. Be sure to make it a gghod
two or more words, and continue to slip in your sym
bols. For example: "JOhn$Gr@du@tion".

Use phonetics in the words

Don't hesitate to use the words, but make surelipeu-
ally sprinkle those words with embedded symbols.
Avoid spelling the words properly, or use funny pat
ics that you can remember. For instance, “Runtfer t
hills” could become "ROn4dHiLLs!" or "ROn 4 d Hills

Use first letters of a phrase
To create an easy-to-remember and strong passwor
begin with a properly capitalized and punctuated se
tence that is easy for you to remember. For example
"My daughter Kay goes to the International School."
Next, take the first letter of each word in yountemce,
preserving the capitalization used in the sentelmncthe
example above "MdKgttlS" would be the result. Hya
substitute some non-alphanumeric characters foeso
of the letters in the password. You might use afi t@
replace an "a" or use an "!" to replace an "L".eAfbne
such substitution the example password above wue
"MdKgttlS" — a very difficult password to break, tya
password that is easy for you to remember.

Don't use personal information such as derivativfes
your user ID, names of family members, maiden nan
cars, license tags, telephone numbers, pets, birthd
social security numbers, addresses, or hobbies.

Don't use any word in any language spelled forvearrd
backward.

Don't tie passwords to the month, for example, tdese
"Mayday" in May.

Don't create new passwords that are substantiatiit s
lar to ones you've previously used.

Highlight the section of the Excel worksheet thait y
would like colored.

Click on the Format Menu

Select Conditional Formatting

Change the Condition 1 to be “Formula Is”

Enter the formula: =MOD(ROW()+1,2)=1

Click on the “Format” button

From the Patterns tab, select the color that youlaviike
to use in the colored row

Click OK, OK

d,
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Passwords can only be reset for the caller's adsoudO password will be reset Need help with the use of appli:

for a caller who is requesting another user’s pasgwe reset. Please do not ce

iﬁations—visit the ITSD Web
page at http://172.17.34.5/ click

and ask for another user’s password to be reseiSPolicy 24.2 on Support, thenTips/Tricks.




OUTLOOK LIMITS

Attachment size limit: 10 MB =10485760 KB or 1054860

Mailbox size limit: 100 MB = 104857600
PST File size limit: 2 GB = 2147483648

Calculation is 1024 * 1024 for 1 MB

Calculation is 1024 * 1024 * 1024 for 1 GB

When checking the file size for an attachmeigiht click on the

file and click on Properties. The file size

and bytes unless it is very large, then it willdigplayed in MB

and bytes.

To check the file size for the mailbdxider:
“Outlook Today [Mailbox-UserID],” selec
then click on the “Folder Size” button.

To check the file size for the PST folder,

KB or 104,8600

KB or 2,483,648 PST TIPS:

wi# shown in KB

Items” folder.

s, right click on the
t “Propersdor...,”

rightklon the top o st

“root” folder of the PST file, select “Propertiesf..,” then click
on the “Folder Size” button.

Check the size of your PST file approximately oaceeek to
know how much space you are using and when thésfietting
full. When the PST you created reaches approxisnate
1,950,368,768 (1.816 GB), create a new PST filgogndo not
reach the maximum allowed.

To delete email within a PST file, drag the filesany “Deleted

You can move items from the PST to the Inbox oeptblders
within your mailbox to bring them back to your CGagk email

About Outlook Appointments, Meetings, and Events

Appointments are activities that you
schedule in your Calendar that do not
involve inviting other people or re-
serving resources.

- You can set reminders for your ap
pointments.

- You can also specify how others
view your Calendar by designating
the time an appointment takes as
busy, free, tentative, or out of offic

- You can set the time to zero (0) if
you want reminded but no time
blocked off your calendar.

- You can schedule recurring appoir
ments.

- You can schedule an appointment in

your own Calendar, and other use
can give you permission to schedu
or make changes to appointments
their Calendars. Appointments ca
also be made private.

- You can select “Current View” but
ton then “Active Appointments” to
see a listing or select other views
your appointments.

Clicking an appointment selects it, a
double-clicking the left move handle
opens it. You can view your appoint;
ments by day, week, or month.

When you select start and end timeg
for an appointment, you can take ad
vantage of Autodate functionality an
type text such as "next Tuesday" or
"noon" instead of typing an exact da
or time.

A Meeting Request is an appoint-
ment where you invite people or re-
serve resources.

To create a meeting, go to the calen
folder, click on “Actions,” “Plan a

'Meeting.” You create and send mee
ing requests, invite attendees, and r
serve resources for face-to-face mee
ings. When you Plan a Meeting, yol

nt
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L Select a meeting time.

ju J—

- Identify the people to invite eithe
as REQUIRED or OPTIONAL
ATTENDEES.

- Add any resources to reserve in

g the RESOURCES area.

- Choose whether or not you wan

n
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1find “New All-Day Event” in the

d  to receive responses in “Actions,’

“Request Responses.”

Responses to your meeting request g
pear in your Inbox. You can track re-
sponses by opening a meeting and th
clicking “Show attendee status” on th
Attendee Availability tab. You can als
add or remove people to an existing
meeting or reschedule a meeting by
changing the date/time. Meetings ca
also be dragged to a different day an
or time on the calendar.

An Event is an activity that lasts 24
arours or longer.

When in the calendar folder, you will

“Actions” menu. Examples of an
event include a trade show, a vacatio
or a seminar. An annual event, such
birthday or anniversary, occurs yearly
on a specific date, while a standard
event occurs once and can last for or
day or several days. Events and ann
events do not occupy blocks of time i
your Calendar; instead, they appear i
banners above the day calendar. An
day appointment displays time as bus
when viewed by others, while an eve

AP-

en
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or annual event displays time as free
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Ten Quick Outlook Tips

. Auto spell-check every message before sendirgot the greatest spelling whiz you know? Set Qaklm
check your spelling in all outgoing email messa@sply click on the Tools menu, select Optionglkcbn the
Spelling tab and then select Always check speltiefipre sending.

Permanently delete an email message with a singléck. Deleting an email message from your Outlook for
good can be a hassle after following the seveeglsshecessary to do so. Instead of deleting the fteding it

in your Deleted Items folder and deleting it aglagm there, simply hold down the Shift key when youDe-
lete for any message(s).

Rapidly undelete an email messagdf. you just deleted an email message and needitklg bring it back to
its folder, just press Ctrl and the Z key on yoeyloard to make it return. This keyboard shortézd &orks in
other Windows applications, such as MS Word anceExc

Recover deleted item(s) After you empty the Deleted Items folder, you castore items by clicking on the
Deleted Items folder, Tools, Recover Deleted IteMeu can alphabetize the columns to find the iBméu
want to restore (select multiple items using Cli8hift + Click or Click, CTRL+ Click). After seléng the
item(s) to recover click on the “Recover Selectedhk (icon with an envelope). Items will be reqedkto their
previous position in the Deleted Items folder.

. View several weeks in your calendarif you'd like to see a customized view of multipleeks in your Outlook
calendar, first start by showing two months in ysanaller calendar view in the top corner of youtl@uk
screen. Then hold down your left mouse button aad tb select up to six consecutive weeks, angdeThose
weeks will appear in your Calendar view for eadgnence.

. View several months on the right side of your day/eek/month calen-
dar. Maximize Outlook to fill the computer screen. tdb the gray area
separating the day column from the month sectloem use the stretch/
shrink arrow that appear to shrink the day sectioocate the stretch/shrink
arrow above the Task pad to shrink down the Taski@anake more room
for month calendars. As the amount of room in@saso with the number
of months viewable.

Swiftly retrieve all related messages for referencdf your Inbox is con-

stantly flooded with email from a wide variety afrtacts, sometimes re-

membering the topic at hand and what you previosaigt can be a chal-

lenge. To quickly pull up all email messages youehelated to the topic you're reading about inessage,
open the email, click the Actions menu, select FAtidand then click Related Messages. A dialog apbear
and all associated messages (received and sehbewisted for you to review.

Open any Outlook folder from your desktop.Use a desktop shortcut to open any of your Outfotders in-
stantly. Just drag the folder from Outlook into ydesktop, and press Ctrl before you let go of yoause to
create the shortcut easily. This works with cateatl

Launch Outlook in any folder you want. To open Outlook in a folder other than the deftnbibx, click on
Tools, click Options, select Other, and within favanced Options dialog specify the folder you veblike
Outlook to launch at start.

10. Quickly print any message.To print an email message, skip opening the mesaad choosing to print through

menus. Instead, you can right-click on any messageselect Print for a high-speed hard copy. Chtiefuugh,
if you have multiple printers configured on youtwerk or PC, it will print to the default printeutomatically.



EXCEL WORKDAY FUNCTION

You have a deadline for renewal of a license or event thabis 1&, 30, 90, or some other number of “workdays” fromea
cific date. You know what the beginning date for each pessdiut you need to calculate when the deadline is for the re
newal to be received. To have Excel calculate the number of “wdrtayg in the future, not counting holidays or weeke
you can use the "WORKDAY" function:

You must have the Analysis pack add-in turned on to useittotidn you need to do this, but that is simple.

Open Excel, go to Tools, Add-Ins. Checkmark the boxantfof Analysis ToolPak, then click OK to close the Add-in-
dow.

Go to the State Holiday website at http://www.mo.gov/mdvatidays.htm

Copy the holiday and date of the holiday, but you
really only need the DATE of all holidays (it is just
easier to take the name too, because dragging and
copy highlights both). If the Day of the week is
included (Monday, etc.) the date will have to be
retyped.

Go to a location on your spreadsheet that is out of
the range of any of your data such as a few empty
columns to the right of your last column, widen the
column for the holiday names to 15 minimum be-
fore you paste the holidays. Paste them; you may
have to change the date format of the pasted dates if
you want to see them as 9/20/07, these originally
pasted as 9-September-2007, but the formula does
not care about the format.

Highlight only the dates of the holidays and key the
range name "holidays" (without quotes) in the

white range name box just above the "A" for the
first column and press ENTER. This sets the range
of holiday dates to the name holidays so the for-
mula will recognize where it is.

You are ready to enter the formula in the cell that is
where the date + 15 days is to be. Enter the for-
mula:

=workday(cell address of the start date,15,
holidays)

If your first beginning date is in cell A3, your formweould look like this:
=workday(A3,15,holidays)

If you need to count the last day, and the result is shaeiyladd a +1 to the end of the formula OR change theeatushb
days (15) to 16.

=workday(A3,15,holidays)+1

(Continued on page 7
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Excel

(Continued from page 6)
If it is always one day off of what you need on the hige,suse
a -1 OR change the number of days (15) to 14.

TIPS:

When you need to add more years, copy them from the State
website and past them just below the current list (115326éx-
ample).

Then go tdnsert, Name, Define. Select "holidays" in the list of
Named Ranges and change the reference in "Refers to:" to
=Sheet1!$J$3:$J$26

or wherever the new range starts and ends.

If you include empty cells at the top of the Range, the famill give you a#Name?error. Check the range by selecting it
in the Range Name box above column "A" and look to see wkatdsted. Adjust the address in bhgert, Name, Define,
Refers to: box to include only cells with entries. Empty rows bethe last entry are OK, just not on top.

Use Fill handle to fill down the formula--it will fikmpty source dates as 1/20/00 until a date has been entdnedamntula

in that cell has been deleted.

Enhancing your PowerPoint Presentation

Often times it is nice to summarize your preseotathowerPomt
offers a feature that will quickly create a summsligte for you.
This slide will include the titles of other slidiesthe presentation
that you choose to include on the summary slide.

With your presentation open switch to
the Slide Sorter View

Click the first slide you would like to have listed the
summary slide.

Hold the Ctrl key and click the other slides you
want included.

Release the Ctrl key

Click the Slide Summary button on the Slide Somet-
bar

The slide will be placed in front of the first stidelected
To move the slide click and drag it to the promeakion
in the presentation

Save your presentation

B
]

Adding a Hyperlink to
a Presentation

With PowerPoint, you can link an object on a slglech as a
text box, picture or AutoShape, to a web pagelerdin your
computer by adding a hyperlink. During the preaton if
you click on the object or text box the programmpnternet
Explorer and the web page or jumps to the file waunt to
view.

To link an object to a web page

View the slide in Normal view

Right click on the object

Select Hyperlink

In the Insert Hyperlink screen enter the file obwe
address (URL) that you want to link to

Click OK

To test the link view the slide in
the Presentation view and click
on the object you selected as a
link.

To return to the presentation,

close the window that opened or pressAlieTab keys and
select the PowerPoint Slideshow icon by pressiedrib key
while still holding the Alt key down. Release thk and Tab
keys when you are back at the PowerPoint Slidesbom
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EMPLOYEE SPOTLIGHT—JO ANN HARBISON

Jo Ann Harbison began her career with DH$
in 1997 working with the Help Desk, Cli-
ent Services and LAN Services in a vari
of positions before assuming her current
role as LAN Services Supervisor.

Jo Ann is married and resides in Eldon with
her 3 children ages 9, 3 and 2. When she ¢
not attending soccer and basketball games /
Ann pursues her hobby of computerized mé

chine embroidery.

In July 2007 ITSD/DHSS was given the task of jognin

2,300 DHSS computers to the consolidated Active®@ary and
Exchange network. The migration to this new envinent began in September with the migration to\Acti
Directory and completed with the Exchange migratroBecember 2007.

Jo Ann was in charge of planning and guiding tingggzt. Jo Ann, with the assistance of other ITSBES
groups, coordinated their efforts to have all 2,BB0SS computer joined to the Active Directory Domhby
Thanksgiving. Once all computers were joined ®AD domain, the focus could change to the emagraai
tion.

Software Support staff worked the plan for the Gakl client deployment and end user training, wthke
LAN staff worked with ITSD/OA to work out the tecical details of the migration. Jo Ann and Jean hdor
son visited with staff from the department to shafermation with them on the upcoming migration.

The migration began December 7 with no going baltkAnn worked with ITSD/OA staff through the night
to insure all DHSS email accounts were activatetiGatendars migrated from GroupWise. The email aigr
tion was completed early on the December 8, juime for an ice storm to arrive. The ice storma¢sied the
need for the new email system to be available ambtform, which it did.

Monday morning brought the flood of Help Desk céltsn users needing assistance and again ITSD/DHSS
was ready. Plans were in place to assist usens arganized fashion to get assistance to theriaklyg as
possible. The results of thorough planning andeatgeam are seen in the fact that we were abtegmte to
Active Directory and Exchange in the time frameigiested and do it with minimal disruption to seesc

ITSD welcomes suggestions on supported softwarieddpat DHSS staff could provide training on, giea
send your suggestions OHSS Technicalraining @dhss.mo.gov Help sheets may be designdgosted
on ITSD Tips and Tricks website and/or the suggestnay be added to training materials.

Help Desk Contact Information:

ITSD Help Desk can be reached by calling 751-638800-347-0887, by sending email to Support@dhss.mo
gov or submitting an online request from the ITSBMpage at http://172.17.34.5/ click Online Services
thenHelpdesk Support Request



